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HUDDLE SPACES

IMMERSIVE 

CONFERENCE ROOMS

FOCUS ROOM/PODS

SOCIAL HUBS

TEAM SPACES

AGILE WORKSPACES

MODULAR 

COLLABORATION SPACES

PRINT HUBS

“FOCUS BOOTHS”

“HOME OFFICES”

“BREAK ROOMS”

“CLASSROOMS”

“MOVIE ROOM”

“CONFERENCE ROOMS”

“FIELD TRIPS”

ON-THE-GO

SUNNY 

WINDOWS

IN TRANSIT

OUTDOORS

NOISY CAFES

IN PUBLIC

AT HOME

Our home is 

A BIGGER PART OF OUR STORY

AROUND THE OFFICE

The Office shifts to a HUB for 

COLLABORATION AND COMMUNITY

E C O S Y S T E M  I N F R A S T R U C T U R E

F R O M OFFICE BY DEFAULT T O HYBRID BY DESIGN

HP Inc. recorded the highest average score of 29 

companies measured by IDC's sustainability 

framework. The vendor outperformed the industry 

average on all three pillars. The achievement reflects 

HP Inc.'s commitment to the environment, employees, 

and social responsibility. This commitment is built into 

the company's business strategy.
Source: IDC Sustainability Index 2021



ZERO TRUST

Zero Trust is a core set of principles in 

the design and operation of systems 

and their security.

HP WOLF SECURITY 20

IS BUILT USING

PRINCIPLES

HARDWARE-ENFORCED 

RESILIENCY
Hardware that can self monitor and self 

heal if an attack gets in

LAYERS OF PROTECTION
Proactively prevent threats – below, in, and 

above the OS

ADVANCED LEVELS OF 

SECURITY
Advanced security with application 

isolation and AI Deep Learning technology
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HP Wolf Security Rebellions and Rejections Report Uncovers 
Remote Workforce Security Trends
https://threatresearch.ext.hp.com/hp-wolf-security-rebellions-and-rejections-report/

o 80% of IT teams experienced objections from users who do not like controls being 
put on them at home; 67% of IT teams said they experience complaints about this 
weekly.

o 83% of IT teams said trying to set and enforce corporate policies around 
cybersecurity is impossible now because the lines between personal and 
professional lives are so blurred.

o 80% of IT teams said IT security was becoming a “thankless task” because nobody 
listens to them.

o 69% of IT teams said they are made to feel like the “bad guys” for imposing 
restrictions.



Cyber threats continue 

More 
frequent

Ransomware volume has increased 

232% from 2019 to 20211

More 
sophisticated

‘Double-extortion’ ransomware 

damage has skyrocketed 935%2

More 
diverse

Supply chain, PCs, firmware, servers, 

cloud, networks and identity

to evolve as attacks are…

HP Confidential. For HP and Partner use with Customers under HP CDA only.



Attacks below the OS are on the rise

83% Security Decision Makers experienced at least one firmware attack from 2019 to 
20213

Lojax
UEFI bootkit

ESPecter
UEFI bootkit

MosaicRegressor
UEFI bootkit

Trickboot
UEFI trickbot

MoonBounce
UEFI bootkit

FinSpy
UEFI bootkit

2018 2019 2020 2021 2022
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Protecting endpoints from 

DANGEROUS content INSIDE

the box

Protecting endpoints from 

DANGEROUS content OUTSIDE

the box

HP’s CORE PRIORITIES
LEADERSHIP IN ENDPOINT SECURITY



HP Confidential. For HP and Partner use with Customers under HP CDA only.

Counteract threats with PC resilience

Why? Consider the following

What level of effort and 
cost will it take you to 
recover thousands of PCs?

Can you defend against
malware unknown to 
the industry?

Are you able to detect
attacks at every level 
of the stack?



Built on 20+ years of 
endpoint security innovation

Setting endpoint security industry standards
Established standards for TPM, BIOS, Firmware Resilience

LABS

Pioneering hardware-enforced security

Close security partnerships to drive industry state 
of the art (Intel®, AMD® and Microsoft®)

Strengthened security advancements with Bromium 

Security 
is in our 

DNA



Advancing security beyond the industry

HP supports and extends Intel’s, AMD’s and Microsoft’s security features 
to provide differentiated, industry-leading protection

• Intel Hardware Shield9

• Intel BIOS Guard 

• AMD Memory Guard

• AMD Secure Processor

• Microsoft Secured 

Core10

– Secure Launch

– Virtualization-Based 

Security for OS 

– Cloud-based recovery 

• HP Sure Admin11

• HP Sure Click12

• HP Sure Sense13

• HP Sure Run14

The World’s Most secure PCs7

• HP Sure Start15

• HP Sure Recover16

• HP Tamper Lock17



HP Confidential. For HP and Partner use with Customers under HP CDA only.

Hardening the endpoint with hardware-enforced protection

Safely and effectively 

erase sensitive data

Secure, modern 

management of 

firmware settings

Control 

screen 

privacy

Control 

camera 

privacy

Find, lock, and wipe PC 

regardless if it’s off

Lock device 

for transit

Boot with 

authentic 

firmware

Detect physical 

tampering and auto 

secure the PC

Secure PC 

integrity

Protect critical 

security 

applications

Recover a secure 

copy of the OS
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HP Proactive Insights
Proactive analytics, trend analysis, performance, health, security, digital experience and proactive warranty
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Leave nothing 
to chance
Validate the integrity of your PC 
with HP Platform Certificate

Verify the PC is the 

same as when it left the 

factory

Customer validation of 

installed PC components

HP Confidential. For HP and Partner use with Customers under HP CDA only.
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Firmware
Resiliency

Always on, persistent 
protection below the OS

Validate
firmware before running code

Stop
corrupted code from running

Prevents
malicious peripheral attacks

Recover
a safe copy of the BIOS

HP Confidential. For HP and Partner use with Customers under HP CDA only.

with HP Sure Start14
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HP Firmware

Recover more than just the BIOS
HP Sure Start can recover the entire flash including the following

HP Firmware Settings Partner Firmware

Intel/AMD specific SoC 
boot critical content  

HP UEFI BIOS

HP Endpoint Security Controller 
firmware

Intel Management 
Engine firmware / 

AMD Secure processor 
firmware

HP UEFI settings

HP Factory 
configuration

Secure Boot key 
databases





N.I.S.T.
NUMBERS 
YOU 
SHOULD 
KNOW

Learn more: 

HP Sure Start Whitepaper

( 2015: ISO 19678 creates an international standard)

2011 

BIOS PROTECTIONS
NIST SP 800-147

2019

FIRMWARE RESILIENCE
NIST SP 800-193

HP MEETS AND 

EXCEEDS 
NIST SP 800-193

FOR ALL CORE EMBEDDED PLATFORM FIRMWARE

HP Confidential. For use by HP or Partner with Customers under HP 

CDA only.
© 2021 HP Development Company, L.P. The information contained herein is subject to change 

without notice. 

http://h20195.www2.hp.com/v2/GetPDF.aspx/4aa7-6645enw.pdf
http://h20195.www2.hp.com/v2/GetPDF.aspx/4aa7-6645enw.pdf
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Never let your 
guard down

Protect security defenses 
from being disabled

Monitor
Sure Click12,40 & Sure Sense42,43

Alert
of any changes

Auto-respond
when defenses are down

HP Confidential. For HP and Partner use with Customers under HP CDA only.

with HP Sure Run13

HP Sure Run13 leverages the power and 

protection of the HP Endpoint Security 

Controller



HP Sure 

Run13

HP Endpoint Security 

Controller

HP Sure Click12,40 &

HP Sure Sense42,43

Resiliently stand guard
Hardware-enforced protection prevents HP Sure Run16 from being shut down

HP Confidential. For HP and Partner use with Customers under HP CDA only.



Bare metal 
recovery

Reduce downtime.  
Maximize productivity.
Ensure OS integrity.

No complexity, cost effective, highly scalable
Recover one or recover all - requires no additional effort

Recovery faster than a coffee break
Minutes, not hours or days

Flexible and comprehensive
Slow or corrupted PC, destructive malware, on-demand or scheduled – pre-
configure custom images and provision settings

Recover the image your way
Corporate-ready or customer image

Cloud-based 
recovery29

HP Confidential. For HP and Partner use with Customers under HP CDA only.



A deeper look at HP Sure Recover15

Embedded
Recovery44

Recover image 
anytime, 

anywhere with 
the embedded 
storage option

Scheduled
Recovery

Refresh PCs on your 
schedule to reduce 

potential dwell-time 
for malware

Modern
Management

Makes it easy for 
users to self-

recover a copy of 
the golden image

Designed for
Deployment

Pre-configure 
custom images 
and provision 

settings

HP WOLF SECURITY

HP Confidential. For HP and Partner use with Customers under HP CDA only.





The world’s most advanced 

privacy in its class45
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Work with privacy 
from anywhere

Protect sensitive information 
from preying eyes

with HP Sure View Reflect25 2X more effective
than the competition45

One-touch privacy
Turn on with a single click of the keyboard

First of its kind
with built-in reflective screen technology

Versatile, anytime use
with screen privacy that work in any lighting
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Q&A



KIITOS

AITÄH
PALDIES

AČIŪ

Дякую 
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